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Cuctema 3amuThl THGOPMALIMOHHBIX CEPBUCOB B Cpefie 00JauHbIX BHIYUCICHUN

SECURITY SYSTEM FOR INFORMATION SERVICES IN CLOUD ENVIRONMENT

B crarbe paccMoTpeHa 3a1a4a MOCTPOCHMS CUCTEMBI pa3rpaHU4YEeHUs JOCTyIla B CETEBOM Cpelie ¢
JUHAMHUYECKH U3MEHSIOMMMHUCS NTapaMeTpaMu, K KOTOPbIM OTHOCHUTCS, B YACTHOCTH, Cpelia
00J1ayHbIX BbIUUCIEHUH. Pa3paboTaHHy0 MOJIe/Ib ONKMCaHMSI TPOLECCOB MH(DOPMAITMOHHOTO
B3aUMOJCUCTBUS IIPEAJIAraeTCs UCIIONIb30BATh ULl CO3MaHMs CUCTEMBI pa3rpaHU4YECHUS AOCTyIa
K MH(POPMAIIMOHHBIM pecypcaM, OCHOBAaHHOHN Ha UCIIOJIb30BaHUH aJITOPUTMOB OIIEPATUBHOTO
CHHTE3a IpaBui (PUIBTPALIMK U TUHAMUYECKON KOH(DUIYpalui MEKCETEBbIX IKpaHOB. [l
HOBBIIIEHUS POU3BOAUTEIBHOCTH MEKCETEBBIX IKPAHOB pa3padoTaH aJropuT™M QpUIbTPaLIH
BUPTYaAJIbHBIX COCIMHEHHUN, UCIIONB3YIOUN TEXHOJIOTHIO MapaJICIIbHBIX BEIYUCICHUN.
[TpemioskeHa apXUTEKTypa CETEIEHTPUIECKON CUCTEMBI 3aIUTHl HH(POPMAIIUH, TO3BOJISIOIAs
UCIIOJIb30BaTh Pa3IMUYHbIE MOJIEIN ONMCAHUS MOJIUTUK AOCTYIIA B CpeJie 00JaUHbIX BBIYMCICHUH.

In this paper we considered the problem of building access control system in the dynamic
network environments, which include, in particular, a cloud computing environments. The model
of a cloud computing environment has been developed to describe access isolation processes in
dynamic system. The model is used in security system configuration method which is based on
dynamic generation of security devices such as firewalls. To improve the performance of
firewalls filtering algorithm of virtual connections, the algorithm of parallel computing is
developed. The architecture of the network-centric information protection system, allowing the
use of different models of the description of access policies in a cloud computing environment is
proposed.
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